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Llens : OcHOBHAS 11€JIb IPUIOKEHUS COCTOUT B TOM, YTOOLI UMETh BO3MOXKHOCTH IIPEBPATUTH
craHpapTHeY [Ipunoxenue Java (javax.net.Socket) 8 ryanens TCP/IP. 3aTeMm npunoxenue
nopanepxkuBaeT npokcu, SSL, DH, cxaTue, mudpsl. [IpunoxeHre IOTHOCTLI0 CAMO3arpykaeMoe,
CepBep He HyXKeH. YTOOH! UCIO0JIb30BaTh ero. [locTuxkeHus: Ha ganHwii MoMeHT: OTIEPALIMOHHEBIE
CUCTEMBI: Windows u Linux (2.6.X) moIHOCTbHIO TogaepxKuBaioTcsa. OH TaKXKe IPOTECTUPOBAH Ha
Mac OS X, Solaris, FreeBSD u AIX. fIBa: [I0MHOCTBI0 COBMECTUMOE C Java 5 IPUIIOKEHHUE.
[TpunoxeHre CKOMIUIUPOBAHO C ucnojab3oBanueM Sun JDK 1.5. Jlunenaus: OCC Y3HatiTe 60bIIe 0
npokcu Ha ctpanuile GitHub.com. Ccrinku: 464 C.21 277 (1970) Hacnegue Mapx JI. YUJIbAMC,
nokoiHo#, [Ixxo [I. MAKMEPPH, nymenpuka3uuk, anengst, B. Matikn 9. ['JIOBEP, Guardian ad
litem, anennamuonHoe nporu3BoacTBO. Ne 5487. BepxoBHEX cyn Ansacku. 4 mapta 1970 r. *278 'appu
JI. eic u Kapn JI. Yontep-mnapmui, AHKOPUAXK, OT anessgHTa. [Jxek C. [I>Xapaud, AHKOPUOXK, 110
anemisanuu. [lepeq DIMOND, RABINOWITZ u CONNOR, JJ., u FITZGERALD, cygmbs, pro tem.
MHEHWE PABUHOBHL], [IpaBocygue. [Ixxo [I. Makmeppy, KaK pacrnopsaguTesib uMyiectsa Magx
JI. Yuneamc, ogan aneisiiuio Ha Ty YacTh IOCTAHOBJIEHUS Cy[a BHICIIEM WHCTAHIUU, B KOTOPOM
eMy OBIJIO 0TKa3aHO B BO3MEIIEHUY JIMUYHBEIX PACX0H0B, IOHECEHHHIX IIPU OIJIaTe YCIYT agBOKaTa
Moamx Yumnesmc. [Toxoxke, uto [Ik0 . Makmeppu u Mamgx JI. YunbsMc, BgoBa 1 pe6eHOK, 15 HOsOps
1964 roga 3akII0YUIM COTJIalleHre, B KOTOPOM IIE€PBHIM COTJIaCUIICS YIIPaBIIATh
HECOBEPILIEHHOJIETHUM CHIHOM MHUCCHUC YUIbAMC U MOOAEPXKUBATh €TO0.
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- [IpocToit 1 yooOHEIN B UCIIOIH30BaHUH - [TogepKKa MHOT'OITIOTOYHOCTH - TOAAEPKKa
npeoOpa3oBaHusi cokeTa SSL B mpoTokon - [Tognepxkka SSL-TyHHENTUPOBaHUS C OPYTUM IIPOTOKOJIOM
Ha CTOPOHe KiueHTa. - [logaepxka SSL-ayTeHTH(GUKaMU KIueHTa - [lomgepKruBaeT KOIUUYECTBO
ITaKeTOB U pa3Mep MnakerTa - [lomgepxkuBaeT napameTpsl mraMmmna BpeMenu. 3.0.3 beta 1.0
[TpemocTaBmsgeT MpoCToii criocob muppoBanHusd U AemmndppoBanusd ¢aiifia B Java Uiu BHE €ro.
[Tporpamma GecmyaTHas ¥ C OTKPHITHIM UCXOOHBIM KofgoM. Pexum ELIB: [Tapons: Pexxum FOHUMKOAA:!
[Taponb: PexkuMm ayrentudukanuu: [lapons: Cnegymoiuas nHdopMalus IpefHa3HayeHa TOJIbKO [JIs
OTIOBEIIeHNST aflMUHUCTPATOPOB, IIEPCOHAIa CITyK0bl TOANEPKKY U IPYTUX 3aUHTEPECOBAHHBIX
CTOPOH 0 HapyuieHusx 6e3onacHocTy. HU Ha KaKue BOIIPOCH He OyIeT maH OTBET C 1LIEJIbi0
HapyuieHus 6e30macHOCTH. f ObIT TaK B3BOJIHOBAH, KOT{la MOJTy4nsl 9To B cBou pyku! 4 OBOXKAIO
II0JTy4aTh HOBBIE IPOAYKTEL Scentsy, U B 9ToM KopobOke Ovin ciopnpu3! :)Kopobka Griyia 00epHyTa
POXKIeCTBeHCKOM OyMaroi u ykpaireHa Scentsy "Christmas", u Bce mpoayKThl Toxe OBITTA 00€PHYTHI
POXKIeCTBeHCKOM OyMaroi. :)OTKPEIB KOPOOKY, 51 OB OUYeHb BIeYaTIeH KA4eCTBOM YIIaKOBKH.
[Tpou3BoOuUTENH MIPOieNiany 3aMedaTenbHyio padoty!! JTr065i0 3TOT mTpPoayKT! :) MHE HpaBUTCS
HCIIOJIb30BaTh €r0, KOrfa 5 TOTOBJIIOCH K Beuepy UJIM Iepef CHOM, OH CMAr4aeT BO3OYyX U HalOJIHSET
KOMHATY NIPHASTHHIM 3allaxoM. 71 He MOTY [0KAaThCsl, YTOOH MCII0NIb30BaTh ero B OyaymieM! :) [lamee
s OTKPBITI TPEThI0 KOPOOKY. B 9T01 KOpoOKe HaxoguTcsa 6GaHOUYKa apoMaTAYEeCKOro Macja Scentsy
"Christmas". d HuKOTrIa He UCIOJIb30BaJla ero, HO MOX0XKe, YTO 3TO OyAeT OTIMYHLIM apoMaT AJis
BCeU [Ipa3fHUYHOU BEIIIEYKY, KOTOPYIO § IJIAHUPYIO cOenaTh! 3aTeM S Hallllla I10JIOCKY
napdiomepHoro macia Scentsy "Spruce" u "Frasier Pine". {I ucmons3yio o6a apoMaTa B CBOUX



IpoAyKTax Scentsy, ¥ OHM ImaxHyT moTpsicawoie! :) B 9Ty KopoOKy Takxke ObIIT BKITIOYEH IEKOP I
BoJIoCc Scentsy Henna. { He mymato, 4To Korpa-nu6o ucmonb3oBaia xHy paubiue, HO 1 OYEHD papa! 4
YBEPEH, YTO MHE 3TO ITOHPaBUTCS! :) MHe MpOCTO HpaBUTCS, 4TO Scentsy Takoi meapsii! 4 Tak
6rmaromapHa 3a TO, UTO SIB/ISIIOCh YaCThIO TAKOM 3aMedaTe/lbHOM KOMITaHUH. :) XyaH bun? XyaH BuHb
(popmuncs 3 suBapsa 1992 r.) - kurtalickuii aktep. Kaprepa Xyas 61 06HapyzxeH B 2009 rony u
IIOAINMCAH areHTcTBOM TanaHToB Linlad Entertainment. 1eaed4ebc0
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[Tpokcu-mporpaMma MmpeacTaBiseT cO00M CTaHOAPTHRIN KIIHEHT U CEPBEP, IPEI0CTaBISIONTIN
nByHanpaBieHHBN TCP-ipokcu. KnueHT MOXKeT IOJK/TIOUUTHLCS K CEPBEPY U OBITH 00BSIBIEHHBIM
cepBepoM. KieHT Tak:ke MOXKeT OBITh ITOAKIIIOYEH K CepPBEPY, U KIMEHT MOXKET YCTaHOBUTh
COeUHEHUE C CepBePOM, a CepBep MOXKeT IPUHATh CoefuHeHne. Kak TOIbKO COeIUHEHNe
YCTaHOBJIEHO, OHO UCIIONIb3YeTCs 151 TYHHEeNUpOBaHus Tpaduka. JI1060i KIUEHT UK CEPBEP MOKET
OTKJTIOUUTHCS OT IIPOKCH 6e3 paspylleHus TyHHeN . Proxpy Takxke MOXKHO HUCIIOIb30BaTh TS
COIIOCTaBJIEHUSI COeAMHEHUY U Tepefayy UX Ha Apyrue CepBephl UM KJIIMEHTH. Proxpy MoxeT
BBHITIOJIHATH KPUNITOTpaduyecKue onepalnuu ¢ nakeramu. SSL MOXHO TyHHenupoBaTth 4epe3 TCP ¢
IIOMOIIBI0 TPOKCHU-CEePBepPa. B momonHeHne K cCTaHAapTHHIM BO3MOKHOCTIM SSL/TLS mpokcu-cepsep
Takxke npepgmnaraeT TpancnopT IKE u IKEv2 MexXay KIMEeHTOM U CEPBEPOM, a TaKXKe PYKOIIOXKaTUA
IKE u IKEvV2. Braromaps Bo3amoxHocTsaM IKE npokcu-cepBep MoxeT 6e30macHo epefaBaTh Tpapuk
U TYHHeIupoBaTh Tpaduk c Oolee HameKHEIM pyKonoxatueM, yeM UDP. Proxpy Takke MOXKeT
MaplpyTu3upoBaTh Tpaduk 1o IP-agpecy u Homepy nopTa. OyHKIMU: Proxpy npemnocraBiseT
pacimupenHble PyHKIMY, HEOOCTYIIHbIE B APYTUX IIporpaMMax. Yepe3 IPOKCH OOCTYITHBL:
Hamnpasnsiite IP-nakeTrl B HECKOIBKO IYHKTOB Ha3dHayeHUs. ConocTaBbTe HECKOIBKO [P-afipecos ¢
OIHUM HOMepOM IopTa. BapuaHTH ylipaBiieHUsI, TaKue KaK HadyajbHOe COefUHeHue U PYKOIoXKaTue.
Brimonuenue kpunrorpadudeckux onepaiui, Bkimodas RSA, DSA, DH, ECDH u ECDSA.
TpaucnopTupoBaTh HECKOMBKO SSL-cepTudukaTtoB. MHUIMUPYITe ayTeHTU(DUKAIIKIO KIIMeHTa 1
ayTeHTH(UKaLXIO cepBepa. [lepeagpecanus nopra Ha yoaJleHHBIN cepBep. YIIpaBIeHue
HECKOJIbKMMU KJIMEeHTaMH Ha OOHOM cepBepe. Pa3peminTs KueHTy coriacoBaTh anroputm IKE.
Paspemuts cepBepy cornacoBats anroput™ IKE. CepBep ¥ KIMEHT MOTYT aBTOMaTU4YeCKU
TIepEeKII0YaThCs MeXay poTokonaMu. ComocTaBbTe coobuienus IKE ¢ pa3HbIMU cepBepaMu UK
KnueHTaMu. ECTh TakXkKe psp ONLKM, KOTOPBEIEe MOXXHO MCII0JIb30BaTh [JId YIIPaBJIE€HUS IIPOKCH.
LloCTynHH clienyolye BapyuaHThl: PeXXuM POKCHU onlpenesisieT, Kakasd CTOPOHA COeNUHEHUS
SBJIIE€TCSA CePBEPOM, a KaKasi — KJIneHToM. Mcnonb3yute agpec [Pv4 u agpec IPv6 Ha ogHOM 1 TOM
xKe nHTepderice. Conb3yiTe OTKPHITHIM WU 3aKPHITHIM K104 U cepTudukaT. OOHOBNSANUTE TOKEHHI,
KOrfla 9T0 Heo0XoauMo, YToOH! IIOAIepKUBaTh COeUHEHUST OTKPHITEIMU. HacTpoiiTe opyrue
napamMeTpbl. OCHOBHOE MCII0/Ib30BaHUe: ba30BhIM IPUMEpD UCIIOIb30BaHUs BKIIIOYEH B MPOKCU. [11d
6a30BOT0 UCIIOIL30BAHUS KIMEHT MHUIMUPYETCS KakK IS KIUeHTa, Tak U AJIs CepBepa, U
yCTaHaBIMBAETCS coefuHeHne. Ha JaHHBI MOMEHT TYHHEJIb YCTAHOB/IEH. 3aTEM KJIMEHT U CEPBEP
MOTYT 0OMEHUBATLCS NAaHHBIMU. B omHOM U3

What's New In?

proxy — 310 TCP-IpOKCY U UHCTPYMEHT OTJIaAKu. Ero MOXXHO MCIO/Ib30BaTh B KQUECTBE
MHCTpyMeHTa 6e30I1acHOCTH WM [JIT aHa/Iu3a IIPOTOKoJa. Ero Tak»ke MOXKHO HCIIOIh30BaTh MAJIS
TYHHenupoBaHus 4epe3 SSL umu mis npeobpa3oBauus SSL B He-SSL-Tpaduk. OcoOOEHHOCTH NTPOKCH:
* TlogmepxkuBaeTcs HeckKoiabKo Bepcuii TCP/IP * TIpeo6pa3oBanust SSL/TLS * 3anpoiieHHBIN
kiaueHToM SSL 3.0 u TLS 1.0 * Okcknto3uBHOe coequueHre SSL 2.0 * [lepemMeHHEIe U KOHCTAHTHL *
PaboTtaeTt Bo MHOTHX cpefax B cpere Java (Windows, Linux, Solaris u T. {1.) * BCTpOEHHBIE XPaHMIHIIA
Kmouert SSL u Habope! mudpoB * mommepKKa MOTOKOBOM mepenayn * ITognepxkka otnagku RPC *



BubnuoTteka SSL/TLS (mpemgoctasnsget SSL API) * npocToii B NCII0JIb30BaHUM MHTEP(deic KOMaHIHOU
ctpoku * [Togmepxkka mekomupoBaHusi ASN.1. * mpemocTaBnsieT COOCTBEHHBINM HE3aBUCUMBIN OT
nnatdopmer Java API * Kop He 3amyTaH Java. * pa3jauyHble OMMUOKY, UCIIPABIEeHHbIE aBTOPOM U
II0JIb30BaTENSIMH. * BceoObeMIIomui daiin cipaBku. Comepxkanue: 1. Beemenue 2. Kak
kommunupoBaTh: Windows u Linux 2.1. Komnunsguus Windows 2.2. Komnunsius Linux 3. Kak
HaudaTh: Windows 3.1. HauHuTe c KoMaHOHOM CTpoKu 3.2. HauHUTE C CO3[aHus IPUIOXKEHUH Java 4.
C 4yero HauaTek: Linux 4.1. HayHuTe ¢ KOMaHAHOU CTPOKM 4.2. HauHuTe C CO3MaHUs NIPUI0KEHUN
Java 5. ITpumepsl: Windows u Linux 6. Cuctemusie Tpe6oBanus 7. UuTepdeiic KoMaHIHOM CTPOKU 8.
HezaBucumocTs oT mnatdopmel Java (API) 9. API 10. JIunieH3us 1 aBTOP
======================= JTa yTUJIUTA HalucaHa Jung-Jae Lee. u ABnIsgeTCA
koMrioHeHTOM GOJUICE . GOJUICE — 3T0 HaO0p MHCTPYMEHTOB C OTKPHITHIM MCXOIHBIM KOLOM [
06e3omacHOM CBSI3U. ¥ aHaMU3 BpenoHoCHBIX coobuenutt ( FOXKYC Astopckoe mpaso 2009, 2010,
FOur-J1x3 JIu Bece mpaBa 3amuiieHsl. PacipocTpaHeHe U UCIIOIb30BaHUE B UICXOOHOM U OMHapHOM
BUfe, ¢ unu 6e3 MoguduUKauuy, JONYCKAITCS IPU COOIIONEHNN CIIeNYIOUINX YCIOBUN: BCTPETUIIUCE:
1. ITpu IOBTOPHOM PaCIpOCTPaHEHUY UCXOMHOI0 KOJa JOIKHBI COXPAHATHCS BHIIEYKa3aHHEIE
aBTOPCKUe IIpaBa. 00paTuTe BHUMaHUe, 3TOT CIIUCOK YCJIOBUY U CIIeNYIOUIUHI OTKa3 OT
OTBETCTBEHHOCTH. 2. [lepepacnpeneneHnus B 0MHaApHOU! (HOpMe HOIKHBI BOCIIPOM3BOIUTD



System Requirements For Proxpy:

MunumyM: OC: Windows 7 SP1 (64-pa3psapHas Bepcus) [Ipomeccop: Intel® Core™ i5-6200U c
TakKTOBOX dactoTou 2,4 I'Tu (unu nyyme) [Tamsate: 8 I'b O3Y I'paduka: Intel® HD Graphics 4000 unu
nyuure Xpauunuie: 10 I'b cBobogroro mecta Pekomengyemeie: OC: Windows 7 SP1 (64-pa3psigHas
Bepcus) [Ipoueccop: Intel® Core™ i7-6800K ¢ TakToBOM yacToToi 3,6 I'T1y (unu nyuie) [TaMsTh: 8
I'b O3V I'paduka: UHTEN
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